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MANAGEMENT INTRODUCTION

Digital Rights Management Review is the fifth in a series of reviews designed to provide Smart
Internet Participants with an understanding of the most current research and development
activities.

This report draws on the knowledge acquired by Smart Internet Researchers, though the natural
course of their work, looking at current technology directions that impact on the areas in which
Smart Internet focus their R&D.

The purpose of this report is to increase knowledge of technology and expand awareness of global
R&D activities to assist our Participants with strategic direction and provide a positive impact on
their business.

The full 41 page report is only available to Smart Internet Partners and SME Consortium Members.
This overview can be freely distributed to any interested party.

Any comments or feedback on this report are welcome and should be directed to
techreview@smartinternet.com.au

About the Authors

Prof. Rei Safavi-Naini is a Professor of Computer Science at the University of Wollongong. She has a
PhD in Electrical and Computer Engineering from University of Waterloo in Canada. Her research
interests include cryptography, computer and communication security, multimedia security and
digital rights management.

Dr. Nicholas Sheppard received Bachelors degrees in Computer Systems Engineering and Pure
Mathematics from the University of Queensland in 1996, and a PhD in Computer Science from the
University of Sydney in 2001. He is currently a Research Fellow in multimedia security at the
University of Wollongong






FULL REPORT CONTENTS OVERVIEW

CHAPTER 1 FOREGROUND

CHAPTER 2 DIGITAL RIGHTS MANAGEMENT
2.1 Rights Expression Languages
2.2 Authorised Domains
2.3 Trusted Computing
2.4 Conclusion

CHAPTER 3 INTEROPERABILITY
3.1 Standardisation Bodies
3.2 Interworking Proprietary Systems
3.3 Conclusion

CHAPTER 4 BUSINESS MODELS
4.1 Pay-Per-Download Models
4.2 Subscription Models
4.3 Peer-to-Peer Models
4.4 Pay-Per-Play Models
4.5 Compulsory Licensing Models
4.6 Try-Before-You-Buy Models
4.7 Conclusion

CHAPTER 5 OTHER ISSUES
5.1 Fair Dealing
5.2 Privacy
5.3 Circumvention Devices
5.4 DRM for Games

CHAPTER 6 ENTERPRISE DRM
6.1 Application Areas
6.2 Privacy

CHAPTER 7 DRM IN PRIVACY PROTECTION
7.1 Conclusion

CHAPTER 8 RELATED TECHNOLOGIES
8.1 Identification
8.2 Cryptographic Technologies
8.3 Digital Watermarking
8.4 Fingerprinting and Traitor Tracing
8.5 Copy Protection

CHAPTER 9 CONCLUSION

BIBLIOGRAPHY

Commercial-in-confidence 50f7



CHAPTER 1 FOREGROUND

The increasing availability of network technologies has made electronic storage and distribution an
attractive option for managing all manner of information, including art, personal records and
corporate documents. However, increased convenience has come with increased opportunities for
abuse, and fears of widespread copyright, privacy and security violations have often been blamed
for a slow uptake of electronic distribution and storage by information providers.

Digital rights management (“DRM”) allows information owners to control and monitor the
distribution of information through electronic channels. Its potential to secure the burgeoning
electronic distribution industry has seen it become a hot topic of research over the past decade, and
a number of commercial products are now widely available.

The original and best-known application of digital rights management technology is its use for
copyright protection in multimedia content distribution. Here, the information owner is a record
label, film studio or other publishing entity who wants to make some entertainment available to the
public for a fee.

Digital rights management for content distribution is championed by media companies who blame
a decline in their sales revenue on an explosion of copyright infringement facilitated by the ease of
digital reproduction of their works [IFPI 2003]. Digital rights management is now widely used for
Internet music downloads, and is likely to be similarly used in film downloads when sufficient
bandwidth is available for such services to be practical. Digital rights management and related
technologies also have a relatively long history in the computer gaming industry [DRMWatch
2005c].

Copyright infringement and the digital rights management systems designed to prevent it have
spawned a great deal of controversy in both the popular press and academic literature. There are a
number of challenges to be resolved if digital rights management is to become an accepted part of
the multimedia landscape; these include:

interoperability of rights-managing devices;

the development of appropriate business models;

usability; and

resolution of the balance between the needs of copyright owners and copyright users.
Resolving these challenges will be the focus of first three chapters of this report.

Digital rights management technology has also found a somewhat less controversial use in the
protection of sensitive corporate documents. In this context, the information owner is a company or
other organisation whose employees require access to sensitive documents as part their work.
Digital rights management systems allow security officers to ensure that only those who need
access to documents have such access, and that sensitive documents cannot be leaked out of the
organisation. Digital rights management in corporate document protection will be the focus of
Chapter 6 of this report.
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A less developed branch of digital rights management technology concerns its use in the protection
of individuals’ personal data, such as health and financial records. While there has been a
theoretical realisation for some years that protection of personal records has much in common with
protection of copyrighted multimedia, there has been very little applied research in this context.
Digital rights management in privacy protection will be the focus of Chapter 7 of this report.

While the focus of this report is digital rights management, we will give an overview of some
related technologies in Chapter 8. These technologies may complement or be incorporated into
digital rights management systems, but will not be considered in detail in this report.
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